Recent Cyber Insurance Reported Decisions Provide Guidance on Policy Interpretation

Introduction

The recent CrowdStrike system outage followed 2 other significant incidents during 2024.  A cyberattack impacting Change Healthcare in February and another impacting CDK Global continued to illustrate the broad range of commercial businesses that can and will be impacted when their business-critical systems are unable to operate.   Significant economic losses undoubtedly result from widespread disruptions of communications and commerce.  

We are reminded after the CrowdStrike incident that commercial businesses that focus on cyber risk must look at both the potential for bad actors and bad systems.  While commercial policyholders historically have sought protection from malicious acts, ransomware, and data breach, normal business systems can also be impacted by mere negligence and innocent mistakes.  

The cyber-related events in 2024 along with those in prior years should focus commercial businesses on the need to address the resilience of their systems and the need for protection if an event occurs.  The combination of cyberattacks and systems failure highlight the need for stand-alone cyber insurance policies that will protect policyholders from economic as well as traditional first and third party losses after an event.


Some Brief History

Cyber-specific insurance is meant to provide businesses with a combination of coverage options to help protect from data breaches and other cybersecurity issues.
Technology-related risks first became a real issue for businesses and insurers in the late 1990s as business began to be conducted online.  As the number of bad actor hackers increased, first generation cyber policies intended to transfer the risk of loss from hacked data and software.  In addition, professional liability polices started to provide coverage for media and software risks.  These policies expanded to cover certain data loss from unauthorized access as well as computer virus attacks.  

Cyber insurance became available for expanded first and third-party losses and coverage was provided for economic loss, extortion, and network damage.  In the early 2000s, many states passed data breach security laws that placed obligations on businesses to provide notifications to impacted parties after data breaches by unauthorized actors.  In response to these laws the insurance industry created products that included first party coverage for remedial costs, impact notification, public relations and credit monitoring.  Some insurers also offered policies that would cover third party claims including fines and penalties.   These policies were normally written with small limits as the insurance industry was unable to model with comfort exposures related to cyber events.  

In addition to cyber policies, the industry underwent a “silent cyber” pandemic.  Insurers began to see mounting claims and coverage litigation involving cyber-related incidents under traditional property and casualty policies which did not include specific cyber coverage, were not underwritten with cyber risks in mind, but contained insuring language broad enough to encompass certain cyber events.  To mitigate the silent cyber wave, insurers began to clearly identify cyber risks with better and more precise language or include cyber-related exclusions in traditional policies.  The industry also increased the number of separate “stand alone” cyber policies.  

Significant cyber events continued to occur through the early 2000s and 2010s-20s so that cyber risk continued and continues to be one of the largest risks in the global commercial and private sector.  The global cyber insurance market is forecasted to be a $20 billion industry by 2025.

Cyber Insurance Coverage 

The key to analyzing disputes over cyber insurance lies in what the policies were designed to protect.  There are at least 5 types of Cyber Insurance coverage in standalone or in package policies:

Privacy Liability Coverage – protects policyholders who hold on to sensitive and private information from customers and employees.

Network Security – protects policyholders from system security failures, data breaches, ransomware attacks, and other bad actor impacts.  This insurance covers remedial costs legal and forensic expenses, extortion payments, impact notification expenses, credit monitoring and similar costs.

Network Business Interruption – protects policyholders from economic loss for system failures due to both unintentional, operational risk as well as security breaches from bad actors.  

Errors and Omissions – protects policyholders from inability to service customers and fulfill contractual obligations because of cyber events.

Media Liability – protects policyholders from intellectual property infringement arising from publications, social media and online advertising.

Depending on the cyber event and victim, one or more of these coverages might apply.  A policyholder may or may not have a policy that includes one or all these coverages. And with most significant coverage disputes, there can disagreements on the meaning of coverage grants, insuring agreements, conditions and exclusions.


Cyber Coverage Decisions

With every significant event involving insurance, some disputed claims arise.  While it is early days in the history of cyber-specific insurance coverage, there has been some coverage litigation focused on these specific policies.  Several recent cases have begun to shape the interpretation of cyber insurance policies in the United States, Australia, and the United Kingdom.  These cases focus on ongoing legal debates around applications, insuring agreements, damages, exclusions, duties and some key terms found in cyber-specific policies.  

The rest of this note is intended to discuss some of these cases with the hope it will provide both policyholders and insurers with insight into how courts have been interpreting developing common issues.  It is fair to say that there is something for everyone in the results of these early first generation cyber-specific coverage disputes.

Insurance Applications

Travelers Property & Casualty Insurance Company of America v. International Control Services, 2022

This case involved a dispute over a cyber insurance policy where the insurer sought to rescind a cyber insurance policy claiming that the policyholder misrepresented its use of Multifactor Authentication (MFA) in its insurance application.  The issue arose after the policyholder experienced a ransomware attack. After the claim was files, the insurer discovered that contrary to representations in the application, the policyholder was only using MFA for firewall access and not for other critical systems like servers. The insurer argued that the misrepresentation was material to underwriting the policy and that it would not have issued the policy had it known the true facts on cybersecurity measures​.  

The matter resolved when the parties agreed to rescind the policy.   The facts of the case, however, highlight the importance of the precision and detail needed in insurance applications, especially regarding cybersecurity controls.  
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Columbia Casualty Co. v Cottage Health System, May 7, 2015, United States District Court for the Central District of California, 2:15-cv-03432 DDP

The case involved a dispute over a cyber insurance policy after the policyholder experienced a data breach which exposed the health records of approximately 32,500 patients.  Apparently, the policyholder’s servers were accessible on the internet without the use of security measures like encryption.   The insurer asserted that the policyholder misrepresented its use of security controls in the application process and that these misrepresentations were grounds for voiding the policy.  Additionally, the insurer claimed the policyholder failed to follow its own security practices, such as changing default settings, ensuring proper configuration of network devices, and maintaining security patches.

While the case was dismissed so that the parties could pursue alternative dispute resolution, these facts also highlight the importance of accuracy in applications.


Insuring Agreements

Southwest Airlines v. Liberty Insurance Underwriters Inc., United States Court of Appeals for the Fifth Circuit, 22-10942

The case centered on a dispute over a cyber insurance policy after a major system failure at the policyholder-airline. The failure disrupted flights for a number of days impacting almost one half million flyer-customers.  The policyholder’s claim exceeded $75 million including compensation to customers, refunds, and other promotional costs.  

The primary and lower layer excess insurers paid $50 million toward the claim; however, an upper layer insurer denied the claim for the remaining loss on the basis that the costs were discretionary and not directly caused by the system failure.  That insurer also claimed that policy exclusions related to consequential damages and third-party liabilities barred coverage.

A district court ruled in favor of the insurer.  On appeal, the Fifth Circuit reversed, finding that the policyholder’s claimed costs were not discretionary. The court ruled that these costs were a part of the chain of causation stemming from the system failure and should be analyzed by the lower court to determine if they are recoverable under the policy.  

The decision highlights, not surprisingly, that policyholders and insurers can interpret policy language in cyber policies very differently.
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New England Systems Inc., v. Citizens Insurance Company of America, United States District Court for the District of Connecticut, 3:20-cv-01743 

The case focused on interpretation business interruption coverage in a cyber insurance policy.  The policy included coverage for "business income" and "extra expenses" incurred during a "period of restoration" following a data breach that caused an "actual impairment or denial of service" of business operations.  The word "impairment" was not defined in the contract.  The court held that "impairment" could encompass partial disruption or diminishment of business activities, which is broader than a complete "interruption."   The court denied summary judgment holding that the term "impairment" might include the policyholder’s reallocation of resources to handle the effects of a data breach on its clients, even though these efforts were a part of their normal business activities​. 
 
Again, this result highlights the nuanced interpretation of policy language in cyber insurance and emphasizes the need for clear definitions in insurance contracts.


Fishbowl Solutions Inc., v. Hanover Insurance Company, No. 0:21-cv-00794 (D. Minn. 2022)

The case also involved business interruption coverage under a cyber policy.  The policyholder claimed that a social engineering cyber-attack compromised the email of a financial employee that led to fraudulent wire transfers.  The court granted the policyholder’s motion for summary judgment that the losses were covered under the policy’s business interruption clause


Inchcape Australia v. Chubb (Australia, 2022)

This case focused on the definition of “direct financial loss” in a cyber policy.  The policyholder experienced a significant ransomware attack where the hacker encrypted data, deleted backups, installed malware, and published data on the dark web.  The policyholder incurred expenses to repair and replace hardware and software, manually process orders, and investigate and respond to the attack.  The policy involved 
covered "Direct Financial Loss" caused by damage or destruction of electronic data, electronic media, or electronic instruction resulting from hacker attacks or fraudulent modifications.  The issue was whether the policyholder’s losses met the “direct financial loss resulting directly from" requirement.  


The court held that financial losses incurred while investigating and responding to a ransomware attack did not meet the policy’s definition of “direct financial loss.”   Its analysis focused on the language of the policy that required a covered loss needed to be directly caused by the insured event, with no intervening steps.  The court said the policyholder’s decisions to investigate the attack, replace hardware, and manually process orders were independent actions that broke the causation requirement.  This decision serves as a warning for policyholders to carefully consider the specific coverage language regarding incident response costs.


Period of Restoration

Heritage Co. Inc. v. Hudson Excess Insurance Company, No. 4:22-cv-82-JM, E.D. Ark, May 22, 2024

This case involved the calculation of “Business Income Loss” under a cyber insurance policy following a ransomware attack. The key issue was whether the insurer had correctly interpreted the policy’s provisions when calculating the losses incurred by the policyholder during the business interruption period of restoration.

The court ruled that “Business Income Loss” was limited to net profits and normal operating expenses incurred during the interruption period, minus any revenues earned. This approach was intended to ensure that a policyholder did not receive a windfall that would place it in a better financial position than it would have been if the loss had not occurred.  The court found that the policy’s terms were clear and did not require extrinsic evidence for clarification

Arizona Beverages USA v. Hanover Insurance Co., 2:20-cv-01537 (E.D.N.Y. 2020)​

The case involved a dispute over claimed economic losses under cyber coverage after a computer system breakdown.  The precise question was whether the expenses related to the policyholder’s audit were covered under the Business Interruption provisions.  The court held that the audit expenses fell within the scope of the policy’s coverage because they were part of the policyholder’s usual business operations and were incurred during the “restoration period” following a covered loss. 

This ruling emphasizes that the Period of Restoration may include expenses necessary for the continuation of regular business activities.  The court also clarified that these expenses were critical to the policyholder’s ability to maintain cash flow and avoid defaulting on existing credit agreements, and that audit expenses were a necessary component of the business's recovery and continuation following the event.  

Covered Damages

P.F. Chang’s China Bistro, Inc. v. Federal Insurance Co., 

The case involved reimbursement of costs associated with the policyholder’s payment card industry (PCI) compliance assessments.   It arose after a data breach where hackers accessed credit card numbers belonging to policyholder customers. The policyholder filed claims for damages and costs incurred by its credit card payment processor including reimbursement for fines and penalties assessed by credit card companies.  The main issue was whether the policy applied to these types of expenses.   The 7th Circuit ruled that the policy only covered  “direct loss” and did not extend to liabilities assumed under contracts with third parties.  

This case highlights the complexities of cybersecurity insurance policies and signals that traditional cybersecurity policies may not cover liabilities arising from third-party contracts.  


War Exclusion

Merck & Co. v. Ace American Insurance Co.

This case addressed the application of the "war exclusion" clause in a cyber insurance policy. The court found that the clause, which precluded coverage for losses caused by “hostile or warlike actions,” did not apply to a cyberattack attributed to the Russian government. This decision was significant because it established that traditional war exclusions may not apply to cyber incidents unless the policy language is clear and unambiguous in excluding cyber-related attacks under this provision 

Lloyd’s of London War Exclusion Revisions (UK, 2023) 

Although not related to a specific case, in 2023 Lloyd’s of London revised its War Exclusion clauses to address cyber coverage, clarifying exclusions for state-backed cyberattacks. The revisions were driven by the increasing impact of cyber warfare on global business operations.  The new cyber–War Exclusion clauses differentiate between cyber operations attributed to sovereign states and other types of cyber incidents. The clauses were introduced to reduce systemic risk and potential financial exposure for insurers, given the unpredictable nature of state-sponsored cyber operations. Under these revised terms, policies now explicitly exclude losses from cyberattacks that can be attributed to certain nations, especially if the attacks target critical infrastructure like financial systems or health services.  

Lloyd’s now requires all standalone cyber insurance policies to exclude "catastrophic" state-backed cyber-attacks from their standalone cyber insurance policies.
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Conclusion

These cases emphasize the need for both insurers and policyholders to closely review and understand policy language, especially regarding exclusions and conditions for coverage, as cyber threats continue grow in number and complexity.  Further as the business community and insurance industry continue to learn more about specific tactics of bad actors and vulnerabilities of systems, there is no doubt the policy language and coverage interpretations will continue to evolve.
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